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December 12, 2025

Head of Privacy and Disclosure Policy
Law and Policy, SSA, Room G-401 West High Rise
6401 Security Boulevard
Baltimore, Maryland 21235-6401

Submitted via www.regulations.gov

Re: Privacy Act of 1974; System of Records; Docket No. SSA-2025-0225

To Whom it May Concern: 

These comments are submitted on behalf of the Social Security Task Force (SSTF) of the Consortium for Constituents with Disabilities (CCD).  CCD is the largest coalition of national organizations working together to advocate for federal public policy that ensures the self-determination, independence, empowerment, integration and inclusion of children and adults with disabilities in all aspects of society.  Since 1972, CCD has advocated on behalf of people of all ages with physical and mental disabilities and their families.

We thank you for the opportunity to comment on the proposed modifications to SSA’s System of Records Notice (SORN). As detailed below, we write with concerns and objections to SSA’s proposed “new routine use” that will “permit disclosures” of “citizenship and immigration information” to the Department of Homeland Security. 

Introduction

We request that SSA withdraw this SORN and rescind its Letter Agreement[footnoteRef:1] that gives the U.S. Department of Homeland Security (DHS) access to SSA’s Master Files of Social Security Number (SSN) Holders and SSN Applications (Numident Files) containing extensive personal data of every living person with a Social Security Number (SSN).  [1:  See Letter Agreement Providing for Information Sharing Between the Department of Homeland Security (DHS), U.S. Citizenship and Immigration Services (USCIS) and the Social Security Administration (SSA) Regarding Citizenship (Letter Agreement).] 


In detail below, we offer three primary areas of concern. First: a key consideration is the quality of SSA’s citizenship data; it is incomplete and unreliable. Sharing such flawed data with DHS endangers the rights of millions of SSN holders, particularly when that data is made available to states for voter verification.[footnoteRef:2] Second: given the incomplete and unreliable nature of SSA’s citizenship data, the SORN violates the Privacy Act and the Administrative Procedure Act. Third: we believe that SSA’s reliance on 8 U.S.C. § 1373(a) to justify its data-sharing with DHS is unfounded and relies on an inaccurate reading of the statute.[footnoteRef:3]  [2:  See Department of Homeland Security, Privacy Act of 1974; System of Records, 90 FR 48948, 48952 (Oct. 31, 2025). ]  [3:  See pending litigation, Bower v. SSA, No. 25-cv-2713 (D.C.D.C.) and League of Women Voters v. U.S. Dept. of Homeland Security, No. 25-3501 (D.C.D.C.).] 


I. SSA Citizenship Data in its Numident Files Is Incomplete and Unreliable
SSA has admitted that its citizenship data contained in its Numident Files—especially for naturalized citizens and U.S.-born citizens born before 1981—is incomplete, unreliable, and not “definitive.” SSA has repeatedly cautioned against relying on the data and stressed that SSA is not responsible for making citizenship determinations. That is because SSA’s data was designed to administer Social Security—not be part of a national citizenship registry. There are three key limitations to SSA’s citizenship data:

A. SSA’s citizenship Data is Incomplete, Even for Native-born Citizens
For SSNs issued before 1972, SSA did not require evidence of citizenship, and SSA did not consistently collect citizenship information until 1981.[footnoteRef:4] In these cases, SSA requires citizenship verification only when a person applies for benefits or requests a replacement Social Security card. That means that SSA likely does not have information about citizenship status for U.S.-born citizens older than their mid-forties unless they have subsequently filed for Social Security benefits or sought a new Social Security card. Additionally, many U.S. citizens who are born abroad, such as children of military personnel, do not have accurate citizenship data in SSA’s Numident Files.  [4:  See SSA Office of General Counsel, Letter to Jon Sherman, Fair Elections Center, 
“Application for Records and Testimony of a Social Security Administration (SSA) Employee in a Federal Civil Case, Mi Familia Vota et al. v. Adrian Fontes, in his official capacity as Arizona Secretary of State, et al., 22-cv-509 et al,” July 13, 2023 (SSA General Counsel Letter).] 


B. SSA’s Citizenship Data is Out of Date, Particularly for Naturalized Citizens

For most of SSA’s history, its records only reflect people's naturalized citizenship at the point in time when they visited a local office with their documents. This created significant lags, since there was no requirement for SSN-holders to update their status with SSA until they got a replacement card or claimed benefits.[footnoteRef:5]  [5:  Id.] 


That changed in 2024, when SSA’s Enumeration Beyond Entry (EBE) program[footnoteRef:6] began automatically updating its records for newly naturalized citizens, based on a data match with DHS. But the EBE program indefinitely suspended that agreement earlier this year[footnoteRef:7] with no public notice or justification — even though a leaked internal analysis showed that doing so would create errors in the agency’s data, cause operational strains, carry legal risks, and cost significantly more. This means that many naturalized citizens do not have accurate citizenship data in SSA’s files.   [6:  See POMS RM 10205.700 (02-25). ]  [7:  See Popular Information, UPDATE: Congressman demands Social Security reverse “potentially illegal” new policy,” April 17, 2025. ] 


C. SSA’s Citizenship Data Has Not Been Updated Regularly

The only citizenship data SSA possesses is provided by the individual at a single moment in time—when someone applies for an SSN and the corresponding card, or when they apply for benefits.[footnoteRef:8] SSA has no process for automatically updating the citizenship data it maintains, but rather relies on SSN holders to inform SSA of any change in their status. SSA stated that “there is no obligation for an individual to report to SSA a chance in their immigration status unless the individual is receiving Social Security payments.”[footnoteRef:9]   [8:  See SSA General Counsel Letter, supra at n. 6.]  [9:  Id.] 


As a result, SSA’s citizenship data cannot be relied upon to definitively prove an individual is not a U.S. citizen. A 2006 audit[footnoteRef:10] by SSA’s Office of Inspector General estimated that SSA’s citizenship data inaccurately identified about 3.3 million U.S. citizens as non-citizens “because they had become U.S. citizens after obtaining their SSN” and “had not updated their records with SSA.”[footnoteRef:11] SSA also lacks complete citizenship data for U.S. born citizens born before 1981.[footnoteRef:12]  According to SSA, “SSA’s assessment of its citizenship data indicates that approximately one-fourth of those records do not have an indication of citizenship present.”[footnoteRef:13]   [10:  See Congressional Response Report, Accuracy of the Social Security Administration’s Numident File (A-08-06-26100), SSA Office of the Inspector General, December 2006. ]  [11:  The impact is undoubtedly broader than described in the 2006 SSA Office of Inspector General audit. In the last decade, more than 7.9 million Americans have naturalized, including over 800,000 in fiscal year 2024. The vast majority of these individuals are not age-eligible for Social Security benefits and would not have an independent reason to update their citizenship status with SSA. U.S. Citizenship and Immigration Services, Naturalization Statistics (Jan. 24, 2025). ]  [12:  See SSA General Counsel Letter, supra at n. 6. ]  [13:  Id.] 


In fact, a DHS Privacy Impact Assessment of the data sharing agreement with SSA acknowledged that using SSA’s data to validate voters’ citizenship status “may produce inaccurate results” that cannot be fully mitigated.[footnoteRef:14] Indeed, the agreement does not provide adequate guidance on how to verify citizenship status in cases where SSA’s data is missing or out of date.  [14:  U.S. Dep't of Homeland Sec., No. DHS/USCIS/PIA-006(d), Privacy Impact Assessment for the Systematic Alien Verification for Entitlements "SAVE" Program (Oct. 31, 2025)(DHS Privacy Impact Statement) at pp. 19-20.] 


SSA’s data could potentially be helpful in proving citizenship, since the agency has independently verified citizenship for hundreds of millions of Americans; however, the reverse is simply not true. SSA’s data is not appropriate for disproving citizenship, because entries that show lacking citizenship data or indicate non-citizen status are known to be inaccurate. 

D. Using SSA Flawed Citizenship Data to Disenfranchise Citizen Voters Causes Irreparable Harm

Relying on inaccurate and incomplete data will cause irreparable harm to numerous citizens. For example, a native-born citizen could have missing citizenship data in SSA’s Numident Files because they were born on U.S. soil in the 1970s, or on a military base abroad more recently. A check in of SSA’s data in SAVE may not confirm their citizenship status. If a state disenrolled them from voter rolls on this basis, they would become disenfranchised. Or if the citizen was not able to provide alternative proof of citizenship—perhaps because of burdensome paperwork requirements, or due to insufficient time—they could miss their opportunity to vote in an election. To reiterate what the SSA General Counsel said in 2023, “[w]hile SSA records provide an indication of citizenship, they do not provide definitive information on U.S. citizenship.”[footnoteRef:15] [15:  See supra at n. 7.] 


II.	The SORN Violates the Privacy Act and the Administrative Procedure Act

A. The Published Notice was Untimely
Prior to issuance of the SORN, SSA entered into a Letter Agreement with DHS[footnoteRef:16] dated May 16, 2025, which was not made public until September 25, 2025. Because no prior notice was published before entering into this “letter agreement,” the agreement, and subsequent untimely SORN violates the Administrative Procedure Act.  [16:  See Letter Agreement, supra at n. 3. ] 


The Letter Agreement in question provides that SSA will share the following information with the U.S. Citizenship and Immigration Services: SSN Match (True/False); Full SSN for all matches (when partial SSN is provided); Name Match (True/False); Date of Birth Match (True/False); Citizenship/Foreign Indicator (using codes for status); Alien Registration Number (when applicable); Death Indicator; and Error code descriptions.[footnoteRef:17]  [17:  See Letter Agreement at p. 5. See also 90 FR 48948, 48950 (Department of Homeland Security Notice of a modified system of records (Oct. 31, 2025). ] 


Moreover, the Letter Agreement with DHS allows bulk searches to SSA.[footnoteRef:18] The Letter Agreement also provides that DHS will maintain information provided to it by SSA in the SAVE system.[footnoteRef:19] As the Department of Homeland Security provides in its October 31, 2025 SORN: [18:  90 FR 48948, 48,951 (“User agencies now have the capability to create cases in SAVE by uploading a file with a list of multiple cases. … the user agency no longer has to enter cases into SAVE one at a time.” ]  [19:  See Letter Agreement at p. 5, supra at n. 3. ] 


This search functionality allows SAVE the capability to verify the Social Security number and U.S. citizen indicators of many U.S. citizens by birth, as found in the Enumeration System [Numident Files]. This is an expansion from the previous SAVE functionality, which limited U.S. citizenship verification to DHS records of naturalized and certain acquired U.S. citizens.[footnoteRef:20] [20:  90 FR 48948, 48950.] 


SSA’s failure to publish the 2025 SORN before implementing data-sharing with DHS resulted in at least two procedural violations of the Privacy Act. First, when an agency “establish[es] or revis[es]” any “system of records,” it is required to “publish in the Federal Register … a notice of the existence and character of the system of records.”[footnoteRef:21] SSA failed to do so when it entered into its Letter Agreement with DHS on May 2025.  [21:  5 U.S.C. § 552a(e)(4), (a)(5)(defining “system of records”).)] 


Second, an agency must “publish in the Federal Register notice of any new use or intended use of the information in the system, and provide an opportunity for interested persons to submit written data, views, or arguments to the agency” at least 30 days before using the system in the new ways.[footnoteRef:22] SSA failed to provide advance notice in violation of the Privacy Act.  [22:  5 U.S.C. § 552a(e)(11)] 


B. The Intended Use of the Information is Not a Permitted Use
In the untimely published notice, DHS indicates that they intend to use the data for voter verification,[footnoteRef:23] which is not a permitted use pursuant to the Privacy Act[footnoteRef:24] for two reasons.  [23:  90 FR at 48949.]  [24:  5 U.S.C. 552a(b).] 


First, as described above, the SSA data is ill-suited to DHS’ goals of determining whether an SSN-holder in SSA’s system is a citizen or not. Allowing states to access DHS’s SAVE system to query SSA’s inaccurate and incomplete citizenship data should not be considered a “routine use.” 

Second, neither SSA’s SORN nor the SORN issued by DHS points to any statutory or other authority to justify the collection, maintenance, use, or dissemination of voter data. Neither SSA nor DHS play a role in voter role maintenance at the state level. Congress, pursuant to its authority under the U.S. Constitution’s Elections Clause, charges states with voter list maintenance. Accordingly, state and local election offices have the authority to add and remove registered voters from registration lists—not the federal government. Moreover, because there is no federal statute assigning any role in the process to the Executive Branch, there is no legal way that DHS is allowed to accomplish voter list maintenance. SSA’s SORN provides no explanation of how sharing flawed “citizenship” data with DHS, and by extension the states, using DHS’s SAVE system to verify voters’ citizenship status, would satisfy the Privacy Act’s “relevant and necessary” standard. 

C. The Privacy Act’s Legislative History Condemned Creation of National Data Banks 
In passing the Privacy Act of 1974, Congress warned against the federal government creating “formal or de facto national data banks” or “centralized Federal information systems” that would consolidate sensitive personal data of Americans stored at separate agencies.[footnoteRef:25] Congress established robust safeguards against such “interagency computer data banks” to make it “legally impossible for the Federal Government in the future to put together anything resembling a ‘1984’ personal dossier on a citizen,” and to ensure that “interagency data banks will not be able to share personal information unless the data is a truly routine transfer where its general use has already been made known to the individual and his consent obtained.”[footnoteRef:26] We agree with Congress’ original concerns and encourage careful consideration about the severe consequences of sharing inaccurate and incomplete data.  [25:  S. Comm. on Gov’t Operations and H.R. Comm. on Gov’t Operations, 94th Cong., 2d Sess., Legislative History of the Privacy Act of 1974 – S. 3418 (Pub. L. No. 93-579), Source Book on Privacy at 168 (1976).]  [26:  Id. at 884.] 


D. The SORN Violates the Administrative Procedure Act’s Arbitrary and Capricious Action Clause
The SORN also violates the Administrative Procedure Act (APA). The APA requires courts to “hold unlawful and set aside agency action” that is “arbitrary” and “capricious.”[footnoteRef:27] This standard requires agencies to engage in reasoned decision-making and to reasonably explain the bases for the actions they take and the conclusions they reach. Decisions that were not based on relevant factors should be set aside if there is a clear error of judgment. SSA’s SORN fails this test.  [27:  5 U.S.C. § 706(2)(A).] 


As noted, SSA’s citizenship data is incomplete and unreliable, it lacks complete data for U.S.-born citizens born before 1981, and it has an error rate of approximately six percent. 

These known issues with SSA’s citizenship data in its Numident Files were clearly relevant factors that SSA and DHS should have considered before incorporating that data into SAVE. The Privacy Act requires agencies “to assure,” prior to disclosing records about individuals, that the records “are accurate, complete, timely, and relevant for agency purposes,”[footnoteRef:28] and to adopt appropriate … safeguards” for any system of records “to protect against any anticipated threats or hazards to [the records’] security or integrity which could result in substantial harm, embarrassment, inconvenience, or unfairness to any individual on whom information is maintained.”[footnoteRef:29]  [28:  5 U.S.C. § 552a(e)(6).]  [29:  5 U.S.C. § 552a(e)(10). ] 


SSA’s and DHS’s reasoning for expanding SAVE with SSA data rests on a false premise—that noncitizen voting is pervasive in the United States. DHS explained the SAVE overhaul as necessary to “eliminate voter fraud” by “prevent[ing] aliens from voting in American elections.[footnoteRef:30] Due to these issues with citizenship data in the Numident Files, SSA’s decision to share the data with DHS for purposes of proving citizenship status is arbitrary and capricious. DHS and SSA failed to sufficiently consider the privacy[footnoteRef:31] and data-security risks of expanding SAVE to allow user agencies to conduct bulk queries of SSA databases with sensitive personal information for over three hundred million Americans.  [30:  Press Release, USCIS Deploys Common Sense Tools to Verify Voters, USCIS (May 22, 2025). Accessed at USCIS SAVE Press Release, see also April 22, 2025, SAVE press release. Accessed at https://www.uscis.gov/newsroom/news-releases/uscis-deploys-common-sense-tools-to-verify-voters.]  [31:  In DHS’s Privacy Impact Statement for SAVE released on October 31, 2025, DHS admits “[t]here is a risk that the new category [of] individuals covered by this assessment/notice, specifically, United States born citizens[,] do not have the opportunity to individually participate or consent in how the U.S. Citizenship and Immigration Services uses their information.” DHS Privacy Impact Statement at p. 20-21, supra at n. 3. ] 


III. SSA’s Reliance on 8 U.S.C. § 1373(a) Necessitates an Inaccurate Reading of the Statute
[bookmark: _Hlk216268394]The agency’s reliance on 8 U.S.C. § 1373(a)[footnoteRef:32] is improper as it does not justify SSA’s decision to share Numident Files data with DHS. This statutory section in question instructs that an “entity or official may not prohibit, or in any way restrict” certain information sharing, 8 U.S.C. § 1373(a), and that “no person or agency may prohibit, or any way restrict,” certain information sharing. Id., § 1373(b). The prohibitory language in 8 U.S.C. § 1373(a) does not confer any affirmative authority on SSA. This approach is consistent with how the Department of Justice has long construed § 1373.  [32:  This section, enacted as part of the Illegal Immigration Reform and Immigrant Responsibility Act of 1996, and also as part of the Omnibus Consolidated Appropriations Act, 1997, provides:
Notwithstanding any other provision of Federal, State, or local law, a Federal, State, or local government entity or official may not prohibit, or in any way restrict, any government entity or official from sending to, or receiving from, the Immigration and Naturalization Service information regarding the citizenship or immigration status, lawful or unlawful, of any individual.] 


In 1999, Acting Assistant Attorney General Randolph D. Moss considered the sharing of confidential census data and concluded that § 1373 does “not clearly invest governmental officials or entities with the affirmative authority to disclose information in circumstances where they otherwise would be prohibited from doing so by a federal statute.” [footnoteRef:33]  [33:  Memorandum Opinion for the General Counsel, Department of Commerce, “Relationship Between Illegal Immigration Reform and Immigrant Responsibility Act of 1996 and Statutory Requirement for Confidentiality of Census Information,” May 18, 1999.] 


The only affirmative obligation in § 1373 is set forth in subpart (c) which requires DHS to respond to inquiries from Federal, State, and local government agencies to “verify or ascertain [citizenship or immigration status].” While DHS must respond to inquiries, the statutory language does not affirmatively require SSA to do so. The issue here is the pooling of SSA’s incomplete and unreliable data into DHS’s SAVE system. That is simply not authorized by 8 U.S.C. § 1373. 

Nothing in 8 U.S.C. § 1373 explicitly repeals the Privacy Act. SSA is required to harmonize any duties imposed by § 1373 with its duties under the Privacy Act. Indeed, Congress has amended the Privacy Act several times—in 1988, 1997, 1999, 2010, and 2014—to create carveouts for specified computerized matches of records across federal agencies.[footnoteRef:34] These carveouts show that when Congress wants to create exceptions to the Privacy Act, it is able to do so. Congress has not acted to allow SSN Master File data to be shared with DHS; that absence is telling and suggests that SSA’s action does not comport with the Privacy Act. Perhaps most notably, SSA’s action in issuing a SORN here suggests that it is indeed bound by the Privacy Act.  [34:  See 5 U.S.C. § 552a(a)(8)(B)(i)-(x).] 


Conclusion

Thank you again for the opportunity to comment on the proposed changes. For the reasons stated herein, we request that SSA withdraw this SORN and rescind its Letter Agreement that improperly gives DHS access to SSA’s Master Numident Files.


Respectfully,

Consortium for Constituents with Disabilities, Social Security Task Force Co-Chairs: 
Jen Burdick, Community Legal Services of Philadelphia 
Jennifer Cronenberg, National Organization of Social Security Claimants’ Representatives 
Tracey Gronniger, Justice in Aging
Darcy Milburn, The Arc
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